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HOW TO GOVERN KING CODE

Wouter Dammers

With the convergence of technical revolutions we are entering into a new phase of our informa-
tion society. DRM and Black Box Trading showed us the downsides that code can have on our
human rights. With the emergence of the Internet of Things machines we will see the develop-
ment of coding machines. Together with the emergence of ‘smart contracts’ code will become a
regulator. | believe that this regulator will not be a democratic parliament, but a non-transparent,
uncontrollable King. The TheDAO-hack of earlier this year showed us the dangers of ‘code as

a regulator’ very clearly. Therefore, | am of the opinion that code should be governed. This for
sure will have its own issues, as our current democratic institutions struggle to keep up with the
technological developments. Are we left to our (coded) fate? Or is our human intervention still
necessary?

The Rise of the Code

As an attorney-at-law specialised in IT and technology, | see many corporations and organisations
with varying degrees of awareness of the potentials threats of (new) technologies. With our smart-
phones, we have more computer power in our pocket than the Apollo 11 had on board on its
journey to the moon. Thanks to big data, Google can predict the arrival of a flu epidemic sooner
than medical experts, and market researchers have more faith in emotion recognition techniques
than consumer feedback on an advertisement’s impact. Technology is becoming more involved in
what goes on between us, among us and even inside us. Technology is learning more and more
about us, and technology is becoming more like us. With the convergence of technological revo-
lutions in nanotechnology, biotechnology, information technology and cognitive technology (the
so-called ‘NBIC-convergence’) we are entering into a new phase of our information society.'

One of the triggers behind these advances is code, or algorithms laid down in code. Es-
sentially, code is the more-or-less intellectual creation of instructions in a computer programme. In
today'’s society algorithms, laid down in code, influence, lead, and even regulate our behaviour. In
fact, code functions the same as law in a certain way: it regulates our behaviour through architec-
ture. It can allow us to do certain actions, while preventing us from performing others. However,
rather than resulting from a democratic process, code is most of the time the result commercial
considerations. And although code is fundamentally a human initiative, we are on the verge of
witnessing code creating code... It is no longer a case of man shaping technology, but also of
technology shaping man. | believe that these developments will lead to the demise of core values
such as free speech, privacy, and other freedoms, if we do not take action now. In this essay, | will
elaborate on why | hold this belief. To that regard, firstly, | will give a few existing examples of
code that can affect our fundamental rights. Secondly, | will discuss some current developments
with code that could lead to big issues in the light of ‘code as a regulator’. After that, | will pro-
vide some insights in how code can be governed. Finally, | suggest the legislature to take immedi-
ate action.

Code that Affects Our Behaviour
Digital rights management, abbreviated as DRM, is a clear example of (commercialised) code that
regulates our behaviour. DRM provides various access control mechanisms to restrict the usage
of products, such as hardware and copyrighted works. Through DRM, the right holder can try to
control the use, modification and distribution of this software. Moreover, it enables systems to
enforce this policy. As such, DRM provides enormous possibilities for preventing the infringement
of intellectual property rights. However, DRM is often criticised since it can also prevent legitimate
use, and stifle innovation and competition. It is, in fact, a privatisation of law.

Another example of behaviour regulating code is Black box trading, also known as algo-

rithmic trading, or algo trading. It encompasses trading systems that are heavily reliant on com-
1 Bainbridge; Rocco 2005.



plex mathematical formulas and high-speed computer programmes to determine trading strate-
gies.? These trading strategies use electronic platforms to enter trading orders with an algorithm.
The algorithm executes pre-programmed trading instructions. High Frequency Trade is a special-
ised form of Black box trading. These strategies utilise computers that make elaborate decisions
to initiate orders based on electronically received information. The decisions are made so rapidly
that human traders are incapable of processing the information required to make the decision,

let alone executing the decision. While many experts laud the benefits of these developments,
others express their concerns. For instance, greater reliance on Black box trading brings a greater
risk that system failure can result in business interruption as well. Also, companies can become
playthings of speculators and technical problems, or security issues, can lead to a complete sys-
tem breakdown - leading to a market crash. For instance, on August 1, 2012, the Knight Capital
Group experienced a technology issues in their automated systems causing a loss of $440 million.
Furthermore, on May 6, 2010, Black box trading contributed to volatility during the May 6 2010
so-called ‘Flash Crash’: The Dow Jones Industrial Averaged suddenly plunged about 600 points

- only to recover those losses within minutes.’ These examples briefly show which consequences
human-instructed code has already had and continues to have on our own fundamental rights and
lives. These examples are based on The Internet — of which its nature depends on its architecture,
which is designed and is changeable. This is just the start; the impact of code will only increase.
With the emergence of the NBIC-convergence, code itself will be programming code as well:
machines will communicate with machines, machines will interact with machines, and machines
will instruct machines. For instance, with the rise of the Internet of Things, devices will be able

to exchange huge amounts of data with other devices connected through the loT-network. This
exchange is possible without any human interaction. A whole new ecosystem of communication
will arise, where the connected devices no longer only share information - machines even produce
and exchange information themselves. Humans will no longer be involved.* Thus, refrigerators will
know that your milk is out of date, then they will connect to the local supermarket to purchase a
new one, and the supermarket’s drone will bring the milk to your doorstep; there is no need for
human interaction. But what if the refrigerator is also connected to the database of your health
insurance (perhaps even without you knowing) - and it is only filled with pizzas, burgers, and coke?
What about your privacy? What about your freedom to choose?

Code As a Regulator

An interesting development, together with the emergence of the Internet of Things, is the
developments with regard to ‘smart contracts’ and the ‘blockchain’. Smart contracts are code
instructions (protocols) that are able to facilitate, verify, and enforce the negotiation and perfor-
mance of rights and obligations. It is a very interesting technology for the financial sector, since
payment transactions can be done in milliseconds instead of the current three days.® However,

it can be used in any sector where a ‘trusted third party’ is used for completing certain transac-
tions (cadastre, notary, lawyers, bike rentals, and so on). Smart contracts can be made partially or
fully self-executing, self-enforcing, or both. The contracts are actually nothing more but code: it
defines certain situations in which defined actions will be triggered. These contracts are 'stored’
in a distributed, shared ledger called the ‘blockchain’. The blockchain consists of data-struc-

ture blocks, with each block holding batches of individual transactions. Each block contains a
timestamp and a hash of the prior block in the blockchain, linking the two. The linked blocks form
a chain, thus giving the database its name. The distributed shared ledger records every transac-
tion that has ever occurred in the blockchain. It is protected by a cryptography so powerful that it
is, in practice, impossible to break the system. Moreover, whenever a new transaction occurs, the
blockchain authenticates it across the network before the transaction is included in a next block in
the chain. The information stored in the blockchain is, in fact, unchangeable code. A famous ex-
ample of the blockchain is the Bitcoin — a kind of cryptocurrency. Another kind of cryptocurrency,
Ethereum provides the possibility of storing smart contracts in the blockchain.®

By means of smart contracts, transactions (or triggering events for certain transactions)

2 Lims, Lemke: 2014. 5 Cascarilla 20185.
3 Treanor 2015. 6 See also ethereum.org.
4 Van Lier 2013.
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can be automatically concluded or executed. Plus, of course, this will provide us with a tremen-
dous amount of opportunities for innovation, since it has the possibility to cut out the middleman
in any sector, but it can also bring undesired consequences to our fundamental rights, such as the
right to privacy, the right to freedom of bodily integrity, and the right of freedom of expression
and information. What if code, without any human interaction, can allow the one, and forbid the
other, to enter a certain public area? What if code (read: machines) decide who is allowed to vote,
and who is not. What if code (read: machines) decide who has the right to public healthcare, and
who has not. And what if that code is not changeable by human interference any longer?

Thus, with Lessig, | believe that code will present the greatest threat to our ideals, as
well as their greatest promise.’” In studies regarding ‘code as a regulator’ certain patterns can be
revealed with regard to regulation by code:

1. Regulation by code is rule-bound, in the sense that the code can only act in accordance with
the code, and without instructions it can do nothing.

2. Regulation by code is non-transparent, since even experts cannot always understand the
reasoning behind the code’s choices.?

3. Regulation by code is fragile, since it can go from fully functional to completely broken within
the flip of a switch; and,

4. Regulation by code is automatic, since programming can prevent or allow certain actions
without any further intervision, while human-made law may need the interpretation by courts
to do so.?

A good example that illustrates these patterns is the recent TheDAO-hack in the Ethereum Block-
chain.’® Ethereum is a kind of cryptocurrency, based on blockchain technology, which enables the
use of smart contracts. TheDAO stands for ‘decentralized autonomous organization’. Members of
TheDAO can buy shares, and, according to the number of shares they have, can vote on matters.
So it resembles a kind of corporation, but it is actually just a smart contract on the Ethereum
Blockchain. A very smart hacker found a shortcoming in the ‘splitDAO()’-function in the TheDAO-
code: when a member exits the investment scheme, it supplied some of its own code with the
transaction — by means of which TheDAO know how to transfer Ethereum, and this is necessary
for making the pay-out. However, the function for the pay-out was recursive, meaning that it could
be called upon a second time. By calling upon this ‘splitDAO()’ function again before finishing, the
pay-out-process repeated itself, transferring more Ethereum coin. This was infinitely repeatable.
So, ultimately, it drains all TheDAQ's coins. And since the blockchain is unchangeable, a recovery
of the stolen money was not possible.” This example shows that code is never found, but only
ever made, we can build, architect and code a society to protect the values that we believe are
fundamental, or one where these values will disappear. How such programming regulates our so-
ciety depends on the choices made by the creator of the code.’? However, there is no democratic
process; most of the time, the choices are made with commercial interest in mind. A choice can
be good, or a choice can be bad. More specifically, when code is created by code, no balancing
standards (norms, values) might even be included. The consequences of the choices of coding can
only be dealt with when the code allows us to do so. Even worse, codes might then be the only
experts that have the knowledge of how the code is made, how the code (might) work, and how it
could be intervened with. Issues are practically hardly traceable, reproducible or solvable.

Could governing the code prevent this hack? | believe not’ governing code appears to be
an impossible challenge. In past decades, governments, legislators and courts struggled to keep up
with the rapidly changing technologies and uses.™ ‘Code changes quickly, user adoption more slow-
ly, legal contracting and judicial adaptation to new technologies slower yet, and regulation through
legislation slowest of all.”" Moreover, it is indeed non-transparent and, in fact, unpredictable, like a
feudal regulator. Governmental regulations will not prevent the occurrence of hacks or ‘bad code’.
Since we are at the verge of code that will be shaping our society itself, | believe that it is at utmost
importance to take action now to prevent the (further) demise of core values.

7 Lessig 2006. 11 Buterin 2016.
8 Wagner 2005. 12 Wagner 2005.
9 Grimmelmann 2005. 13 Brown and Marsden 2013.

10 Siegel 2016. 14 Brown and Marsden 2013.



Governing King Code

Thus, is it possible to govern ‘King Code’ in some other way? There are currently three approach-
es to code regulation: first, continued technological and market-led self-regulation; second,
reintroduction of state-led regulation; and, third, multi-stakeholder co-regulation.’

The first approach, self-regulation will not be maintainable, since code is rule-bound,
non-transparent, fragile, and automatic. Code is not neutral, so a balance of interests by a third
party should be necessary in order to protect our fundamental rights. The second approach,
reintroduction of state-led regulation, could at least reserve statutory powers to oversee self-reg-
ulation for the protection of such human rights. However, governmental regulation has serious
legitimacy deficits. Since, it will lead to a widespread lobby to protect and introduce new barriers
with legislative approval, with a continued exclusion of wider civil society. In the end, it will not be
possible to maintain.

Nevertheless, | believe that regulating code through governmental intervention is (still)
inevitable. Without it, every democratic legitimacy is traceless. We should not wait for a situation
to be brought before courts to bring us any hope, since code will be changed more quickly than
the case could be brought before court. In which regard, emphasis must be placed on regulators
taking control of fast-moving tech markets early in their life cycles.’ This is where | believe, in
accordance with Brown and Marsden, the best option might be the third approach: a multi-stake-
holder co-regulation (what is essentially pluralistic politics, with the government setting the table
and inviting the stakeholders to it and guiding policy along the way), anchored in the function
of code. They tested the development of what they call a ‘unified framework for research into
Internet regulation’.”” This regulation should include principles for regulatory intervention that bal-
ances due process, effectiveness and efficiency, and respect for human rights. They refer to these
principles as ‘prosumer law’,'® in which user groups argue for representation in the closed busi-
ness-government dialogue. The responsibility for developing this regulating code should lie with
the firms who shaped the code. After the TheDao-hack, the Ethereum community was looking
for various solutions. An interesting debate between interested parties followed after an initiative
of Ethereum founder Vitalik Buterin. On the one hand, some defended the unchangeable nature
of the blockchain (‘pacta sunt servanda’, underpinned by the first approach of self-regulation),
on the other hand, others proposed an updated version of the blockchain that undid the hack
("intervention’). The users of the Ethereum Blockchain were given a choice: the users could vote
for or against supporting the hard-fork. With a hard fork, a new version of the Ethereum Block-
chain would be established, hoping that it would obtain enough backup by the necessary miners
and wallets. This would not be without risks: it could lead to replay-attacks (routing transactions in
the ‘old" blockchain to a node in the ‘new’ blockchain, so that the transaction takes place in both
blockchains, which could lead to chaos) and private wallets could be ‘pickpocketed’. It ultimately
led to a vote in support of the hard-fork. The hack was dealt with, but the unchangeable funda-
ment of the blockchain was, critics believed, irretrievably damaged.

This case indeed shows that the patterns apply: regulation by code is rule-bound, in the
sense that the code can only act in accordance with the code (pacta sunt servanda, agreements
must be honoured); it is non-transparent, since the ‘splitDAQ’-function was not sufficiently under-
stood (or thought through); it is fragile, since the complete Ethereum-system was on the edge of
breaking down; and the regulation by code is automatic, since the TheDao-hack was allowed by
the code. It also shows that, since code is not self-aware (yet?), human intervention is still nec-
essary to execute the rule of law. The voters deemed it necessary to intervene. Therefore, the
importance of human supervision cannot be overstated. The entire existence of our legal system
is based on continually searching for inconsistencies and deciding whether or not they fit within
our ideal legal framework. Yet human supervision in the context of debugging does not guarantee
success. For programmers, debugging is one of their most difficult and time-consuming tasks, and
does not always yield positive results. | go one step further and suggest applying the same princi-
ples of ‘good governance’ to this kind of multi-stakeholder co-regulation that the European Union

has applied to itself. Including principles of good governance such as openness, participation,

15 Brown and Marsden 2013. 18 Brown and Marsden 2013.
16 Wu 2011.
17 Brown and Marsden 2013.
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accountability, effectiveness, and coherence, one can define the way in which a power-assigned
entity uses its power to regulate behaviour.” In order to make such regulation, and therefore

the code, more legitimate, more democratic, it should (be mandatory to) adopt these principles
of good governance. It is legislature’s turn to set the table and to invite the stakeholders to it,
guiding policy along the way, anchored in the function of the code, while taking account of these
principles of good governance.

19 Dammers 2007.
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